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MASONIC HOUSING ASSOCIATION
ASSURANCE AND COMPLIANCE FRAMEWORK

INTRODUCTION

Masonic Housing Association’s Mission Statement

“We are committed to providing affordable, quality sheltered housing to Freemasons,
their family connections, and others in need that are over the age of 55 who are able
to live independently”

In order to establish systems to effectively manage risks facing the business Masonic
Housing Association (MHA) has developed an Assurance and Compliance
Framework.

MHA’s “golden thread” (Appendix 1) aims to ensure its policies and procedures are
up to date and that management reporting gives assurance of compliance and
overall performance taking into account:

e Emerging issues such as changes to legislation and regulatory

requirements

e Internal audits and their subsequent findings

e Identification of risks

e Training

POLICY STATEMENT

MHA has an Assurance and Compliance Framework to monitor the performance of
its operations, manage risks and to aid the delivery of its strategic plan whilst
ensuring good governance.

The core components of the framework are:

e Governance & Risk — policies, procedures, risk register, regular reporting
to the Board/Management & Finance Committee on financial, operational
and compliance risks

e Financial viability — effective management of resources ensuring value for
money

e Regulatory compliance — meeting the standards set by the Regulator of
Social Housing (RSH)
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2.3.

2.4.

2.5.

Tenant Focus - quality services, effective management and tenant
involvement including mechanisms for feedback and complaints
Statutory compliance — such as “Big 6”: Asbestos management, Fire
safety, Gas safety, Legionella control, Electrical safety and Lift
management

The key assurance activities are:

Internal Audits and associated action plans
Board/Management & Finance Committee oversight of risk register
External audits and annual declarations of compliance

Risk Management is an essential part of good governance, and the Board is
responsible for identifying, monitoring and mitigating risks supported by its
Management & Finance Committee who regularly report to the Board.

MHA uses the three lines of defence model in its approach to risk management:

RESPONSIBILITY

FIRST LINE
OPERATIONAL MANAGEMENT

EMPLOYEES, CONTRACTORS & LOCAL HOUSE COMMITTEE

Housing Management

Tenant Engagement

Repairs & Maintenance

Big 6 Compliance

Adherence to Policies & Procedures

SECOND LINE
OVERSIGHT & COMPLIANCE

LOCAL HOUSE COMMITTEE & MANAGEMENT & FINANCE COMMITTEE

Risk Framework monitoring & reporting

Health & Safety Compliance

Financial Controls

Setting of Policies

THIRD LINE
INDEPENDENT ASSURANCE

MANAGEMENT & FINANCE COMMITTEE & BOARD

Internal Audits

Specialist Consultants

External Financial Audits

Verifying Compliance with Regulatory Standards
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2.6. Risk managementincludes:
e Ensuring financial viability
Protection of MHA’s assets
Protection of tenants from harm arising from their occupancy
Maintaining MHA’s reputation

2.7. Therisk management process includes:
e Identifying risks relating to MHA’s Business/Strategic Plan or operating
model
e Likelihood of their occurrence & impact upon the business
e |dentifying mitigations and controls
e Response to identified risks
e Regularreviews and reporting on risks

2.8. Mechanisms to ensure effective risk managementinclude:
e Board ownership and oversight of Risk Management
e Creation and maintenance of an Assets & Liabilities Register
e Creation and maintenance of an appropriate control framework
e Board regularly reviewing its understanding of:
o Its operating environment
o Stresstesting
o Risk appetite and exposure to risks

3. POLICIES & PROCEDURES
3.1. MHA has a set of policies and supporting procedures covering all aspects of its
business.

3.2. Allpolicies and procedures have set review dates, changes outside the review dates
can be made following changes in legislation, as a result of recommendations
following internal audits or changes in working practices.

3.3. Individual owners of policies are detailed within the Policy Review Schedule.

3.4. Allrevisions to policies and procedures are submitted to the Management & Finance
Committee for initial review prior to presentation to the Board for final approval.
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4.2.

4.3.

4.4,

4.5.

T T

RISK REGISTER
MHA maintains a Risk Register to identify key risks and detail how these risks will be
mitigated.

A desighated Board Member has ownership of the Risk Register and reports to the
Management and Finance Committee. The identity of the current Risk Register
Owner is recorded in the Policy Review Schedule.

Each risk has a responsible Board/Committee/Person and, where applicable, a
specifically named owner. The owner is responsible for monitoring the risk, reporting
to the appropriate Board/Committee, identifying controls and oversight of the
effectiveness of the controls.

The formula applied to the Risk Register is:
e Likelihood x Impact + Impact

The range of scores applied to eachrisk are:
e |mpactonbusiness 1-5
e Likelihood of risk occurring 1-5
(lower the number, the lower the risk)

The two scores are multiplied together with the impact score added to the result
giving a Red, Amber/Red, Amber, Amber/Green or Green rating in line with the
following matrix:

IMPACT

5 10 15
Very High
4 8 12
High
3 6 9
Medium
10 12
5 5

2 Unlikely | 3 Possible | 4 Likely 5 Almost
Certain

<33% 33% - 67% | 68% - 89% <90%

LIKELIHOOD
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4.6.

The definitions applied are the following:

IMPACT DESCRIPTION
SCORE
1 Inconvenience, triggers internal review only, rapid recovery
Very Low
2 Injury to reputation, rapid recovery
Low
3 Some service disruption, some unexpected costs incurred, possible
Medium litigation, minor trauma to person(s), complaint probable, medium term
recovery
4 Major service disruption, substantial costs incurred, serious
High trauma/damage to single person, probably litigation, signification
reputational risk, long term recovery
5 May force closure/merger, serious trauma/damage to several individuals,
Very High major litigation
LIKELIHOOD DESCRIPTION
SCORE
1 Negligible or nearly negligible possibility of occurring
2 Could occur but in the great majority of occasions will not
3 Possible
4 Not certain butvery possible; reasonably expected to occur in the majority
of cases
5 Certain or almost certain; highly likely to occur

4.7.

The Risk Register provides risk scores for initial risks and, after mitigation, the

retained risks. It should be noted that scores can vary from time to time depending
on issues such as governance, market conditions, financial changes etc.

4.8.

Risks scoring Red or Amber/Red will be more routinely monitored by the Management

& Finance Committee and reported on to the Board.

5. RISK MANAGEMENT AND REPORTING

The risk owners will review all risks they are responsible for every three months

(quarterly) and report any changes to the overall owner of the Risk Register to ensure
that the register is updated.
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5.2.

5.3.

5.4.

5.5.

5.6.

5.7.

5.8.

5.9.

If the risk increases to Red or Red/Amber, the Chair of the Management & Finance
Committee must be notified.

When monitoring the Risk Register the Management & Finance Committee will:

° Review progress against any action plans, ensuring actions remain
relevant
° Review new or emerging risks

° Request revisions where appropriate
° Complete periodic deep dives of selected risks

The Management & Finance Committee will complete a full review of the Risk
Register every 6 months reporting the results of the review to the Board.

Red and Red/Amber risks and the management of these will be discussed at every
Management & Finance Committee meeting and reported to the Board.

The Management and Finance Committee will advise the Board annually in a
statement for inclusion within the Financial Statements on the effectiveness of
MHA’s risk management.

Local House Committee Chairmen provide quarterly reports to the Management &
Finance Committee using a regularly updated template. Reports include:

° Number of voids and how long void

° Number of applicants on waiting list

° Feedback on concerns relating to future lettings

° Details of formal complaints

. Budgetary controls

° Details of accidents
. Dates/Feedback on Fire & Legionella Risk Assessments & Electrical
Inspections

° Any damp/mould identified
° Newly identified risks
° Tenant/Staff Welfare

MHA has an Internal Audit Plan ensuring that all the Association’s main operations
and activities are audited over a cycle of approximately 3 years. The plan is flexible
and can be amended if specific issues arise that require additional internal audit
attention.

Internal audit reports, produced by Knox Cropper’s Internal Audit Department, detail
the specific objectives and provide a conclusion and summary of findings, including
recommendations. A table of individually rated observations, implications and
recommendations is included with a section which enables the Association to
respond, create an action plan, set an action by date and note who is responsible.
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5.10.

6.2.

6.3.

Internal Audit reports are presented to the Management & Finance Committee who
assign a lead Board Member to be responsible for each audit. Follow up/progress
reports are to be presented to the Management & Finance Committee.

Peninsula Business Services are contracted to complete annual Health & Safety
audits at all 5 MHA schemes and report their findings to the Local House Committee
Chairmen who, in turn, will report the same to the Management & Finance
Committee.

RISK APPETITE
The risk appetite is the amount of risk that the Association is prepared to accept or
be exposed to in order to achieve its operational and strategic objectives.

When considering the Association’s risk appetite, all risks will be taken into account
not just individual risks in isolation.

MHA’s risk appetite is defined by the following thresholds, which the Board reviews
annually:

e Tenant safety: MHA has zero tolerance for any risk to the health, safety or
wellbeing of tenants. Any risk rated Red in this category will be escalated
immediately to the Chair of the Board and reported to the Board at the earliest
opportunity, with a mandatory mitigation plan in place within 14 days.

e Regulatory compliance: MHA has a low tolerance for regulatory risk. The
Association will not knowingly retain any Red-rated regulatory risk without a
Board-approved mitigation plan. Amber/Red regulatory risks must be
reviewed at each Management & Finance Committee meeting until resolved.

e Financialviability: MHA has a low to moderate tolerance for financial risk. The
Association will accept a degree of financial risk in pursuit of its strategic
objectives, provided that such risk does not threaten its long-term viability.
Any risk scoring Red on financial impact must be reported to the Board
without delay.

e Reputational risk: MHA has a low tolerance for reputational risk. Any risk or
incident with the potential to cause significant reputational damage must be
reported to the Chairs of the Management & Finance Committee and the
Board immediately.
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7.2.

7.3.

7.4.

7.5.

8.2.

BUSINESS PLANNING
MHA has in place a Strategic Plan which includes the following:
e Strategic Goals
e Governance and Management
e Funding and Finance
e Marketing
e Risk Management

The plan provides the Board with a focus on good governance and management as
well as aroadmap for MHA to follow over the coming years.

MHA produces an annual Financial Plan and Budget which sets out expectations in
relation to capital investment and income and expenditure in order to assist the
Association in managing its financial affairs.

The annual Financial Plan explicitly considers operating environment risks, including
changes in interest rates, maintenance and repair cost inflation, void levels, and
regulatory requirements. The plan sets out the effectiveness of mitigating controls
and is reviewed by the Management & Finance Committee prior to Board approval.

Stress testing exercises are completed as part of MHA’s risk mitigation process. The
Board will undertake stress testing at least annually, applying scenarios that test
financial resilience under adverse conditions (such as significant rent arrears,
unexpected major repairs, or prolonged void periods). The results of stress tests are
reported to the Board and inform the review of the Risk Register and financial
planning assumptions.

TRAINING

MHA will provide appropriate training programmes for employees, Local House
Committee and Board Members to ensure they understand their individual and
collective responsibilities and compliance requirements.

Training requirements by role are as follows:

e New Board Members will complete an induction programme covering
governance responsibilities, regulatory obligations, and MHA’s risk
management framework within three months of appointment.

e All Board Members will undertake refresher training at least every two years.

e Employees with operational compliance responsibilities will receive role-
specific training on appointment and annually thereafter.

e Local House Committee members will receive training on their health and
safety, financial oversight, and reporting responsibilities on appointment and
as refreshed by changes in legislation or practice.
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8.3.

8.4.

10.
10.1.

10.2.

10.3.

1.
11.1.

Training completion records will be maintained and reported to the Management &
Finance Committee annually. The report will identify any gaps in compliance training
and set out a plan to address them.

Where a Board Member or employee does not complete required training within the
stipulated timeframe, the matter will be escalated to the Chair of the Management &
Finance Committee or line manager respectively, and a revised completion date
agreed. Persistent non-compliance with training requirements will be reported to the
Board.

TECHNOLOGY ROLE

MHA currently uses management information systems to support its operations in
the areas of housing management, repairs and maintenance, financial management
and Board governance (including a Board portal for secure distribution of papers and
reports). MHA will keep these systems under regular review to ensure they remain fit
for purpose and compliant with data protection obligations under UK GDPR.

DATA PROTECTION AND CYBER SECURITY

MHA is subject to the UK General Data Protection Regulation (UK GDPR) and the Data
Protection Act 2018. The Association is committed to handling all personal data
relating to tenants, employees and third parties lawfully, fairly and transparently, and
to maintaining appropriate technical and organisational security measures to
protect that data.

Cyber security risk is identified as a standalone risk category within the Risk Register.
MHA will maintain and regularly test controls to protect against unauthorised access
to its systems and data, including malware protection, access controls, and secure
data storage. Any cyber incident or data breach will be assessed against the ICO
reporting threshold and reported to the Board.

MHA’s obligations under the Social Housing (Regulation) Act 2023 and the updated
Consumer Standards (in force from April 2024) are embedded across this framework.
In particular, the requirements relating to tenant engagement, complaints handling,
and the Tenant Satisfaction Measures (TSMs) are reflected in MHA’s operational
policies and Local House Committee reporting, and form part of the annual review
cycle described in Section 11.

REGULAR REVIEW
In order to ensure that this Policy remains relevant and effective MHA will complete
an annual review.
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